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1 External Authentication Servers 

About RADIUS Authentication Servers 
Authentication is the verification of a user’s credentials, typically a username and password. 

Many networks have more than one place where user credentials are stored. Networks that have 
different types of user, geographically separate systems, or networks created by integrating 
different types of systems are all situations where user account information can be spread across 
several places. 

However, network access equipment is often shared between all of these users. This requires that 
different authentication sources be integrated for use by the network infrastructure. 

The Amigopod RADIUS server supports multiple external authentication servers, allowing user 
accounts from different places to be authenticated using a common industry-standard interface 
(RADIUS requests). 

Types of authentication server 

An authentication server may be one of four types: 

•  Local user database — User accounts defined in Amigopod Guest Manager 

•  Microsoft Active Directory — User accounts defined in a forest or domain and 
authenticated by the domain controller 

•  LDAP server (Lightweight Directory Access Protocol) — User accounts stored in a 
directory 

•  Proxy RADIUS server — User accounts authenticated by another RADIUS server 

Authorization for external authentication servers 

Authorization controls the type of access that an authenticated user is permitted to have. 

In the context of a RADIUS request being processed by the server, there are two aspects to user 
authorization: 

• Is the user allowed? Yes/no decisions can be made in the context of authorization. 
Examples: user account not enabled; user account expired; user account exceeded a traffic 
quota within a certain time window. 

• What are the user’s permitted limits? These are not yes/no decisions, but might involve a 
calculation based on previous usage (e.g. via the accounting-based authorization functions), or 
based on properties of a user account (e.g. maximum session lifetime is based on the 
expiration time for the account) 

Each type of authentication server has different methods for determining user authorization: 

• No authorization — Authenticate only may be used to provide a basic user authentication 
service. The RADIUS server will respond with an Access-Accept or Access-Reject for the 
authentication attempt. Only RADIUS attributes directly related to user authentication will be 
returned; all other attributes will be ignored. 
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• Use role assigned to local user is the only authorization method available for the local user 
database. If the user’s authentication attempt is successful, the RADIUS server will respond 
with an Access-Accept message that includes the RADIUS attributes defined for the user’s role. 

• Use attributes from Proxy RADIUS server is an authorization method available only for Proxy 
RADIUS servers. The RADIUS attributes returned by the external RADIUS server are returned 
unmodified. 

• Assign a fixed user role may be used to assign all authenticated users to a particular user role. 
If the user’s authentication attempt is successful, the RADIUS server will respond with an 
Access-Accept message that includes the RADIUS attributes defined for the fixed role that has 
been selected for this authentication server. 

Configuring RADIUS Authentication 
The RADIUS  > Authentication menu contains links to the screens related to configuring 
authentication: 

 

NOTE The RADIUS server’s EAP & 802.1X functionality is now located under the RADIUS  > 
Authentication menu. In earlier software releases, this menu option was located directly below 
the RADIUS Services heading. 

Joining an Active Directory domain 
To perform certain types of user authentication, such as using the MS-CHAPv2 protocol to verify a 
username and password, the RADIUS server must join the domain. 

The steps required to join the domain are shown below: 

Navigate to RADIUS  > Authentication > Active Directory. The following screen will be 
displayed: 
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Selecting the Join Domain command starts a two-step process to join the domain: 

 

The process has built-in troubleshooting assistance, which can help with much of the necessary 
configuration: 

 

When the server’s DNS and network settings are correctly configured, all the necessary domain-
related information is automatically detected: 
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Joining the server to the Active Directory domain then requires entering the username and 
password for a domain administrator account. 

Once the domain has been joined, the status is available on the Active Directory Services page. 
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Authenticating Active Directory users 
As indicated in the domain summary, the RADIUS server cannot authenticate user accounts in 
Active Directory until a domain username and password is provided. 

Clicking the Configure Authentication command link displays the Edit Authentication Server 
form for Active Directory: 
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Most of the settings for the authentication server are automatically detected, however a Bind 
Identity (username) and Bind Password are required in order to authenticate users against the 
directory. 

NOTE The credentials provided do not need to be those of a domain administrator; a restricted user 
account may be provided here.  Only user lookup operations are performed with this user account. 

Click the Save Changes button to store the credentials for the authentication server. 

Leaving an Active Directory domain 
The Leave Domain command link can be used to remove the server from the domain. 
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As with joining the domain, the credentials for a domain administrator are required to perform this 
operation. 

Managing Authentication Servers 
The RADIUS Authentication Servers page lists all available sources for use with authentication: 

 

The Test Authentication command may be used to check the connection to an authentication 
server, or verify the authorization rules that have been configured: 

 

NOTE Changing the properties of an authentication server requires restarting the RADIUS server. When 
this is necessary, a link is displayed at the top of the page. 
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Authorization for External Authentication Servers 
When a RADIUS Access-Request for a particular user is handled using an external authentication 
server, the user’s authorization is determined by the Authorization settings for that server. 

The RADIUS Authentication diagnostic can be used to demonstrate the difference between the 
various authorization methods. 

To use the diagnostic, navigate to RADIUS  > Server Control and click the Test RADIUS 

Authentication command link. Enter the username and password for a user that is externally 
authenticated. 

 

Click the Run button to perform RADIUS authentication and display the results: 

• With authorization method No authorization – Authenticate only: 

Sending Access-Request of id 165 to 127.0.0.1 port 1812 
        User-Name = "demouser" 
        User-Password = "XXXXXXXX" 
rad_recv: Access-Accept packet from host 127.0.0.1:1812, id=165, 
length=20 

Note that in this case, no RADIUS attributes are returned. The Access-Accept or Access-Reject 
result indicates whether the user was successfully authenticated. 

• With authorization method Assign a fixed user role: 

Sending Access-Request of id 122 to 127.0.0.1 port 1812 
        User-Name = "demouser" 
        User-Password = "XXXXXXXX" 
rad_recv: Access-Accept packet from host 127.0.0.1:1812, id=122, 
length=27 
Reply-Message = "Guest" 

Note that in this case, the RADIUS attribute returned (Reply-Message) corresponds to the user role 
selected. 
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• With authorization method Use PHP code to assign a user role (Advanced) – more 
complex authorization rules can be implemented to specify which role to assign to an 
authenticated user. Authorization can use any of the available properties of the user account, 
as well as taking into account other factors such as the time of day, previous usage, and more. 

Advanced authorization — Example 1 

This example covers the case where a domain contains several organizational units (OUs), and the 
users in each OU are to be mapped to a specific RADIUS role ID. 

NOTE To determine the appropriate role ID, navigate to RADIUS Services > User Roles and check the 
ID column for the appropriate role. 

 For example, to implement the following configuration: 

• OU East should be mapped to RADIUS role ID 4 

• OU Central should be mapped to RADIUS role ID 5 

• OU West should be mapped to RADIUS role ID 6 

Make sure the following configuration is set: 

1. First, ensure that the Base DN for the authentication server is set to the root of the domain – 
for example: DC=amigopod,DC=local – rather than the “users” container.  This is necessary as 
the organizational units are located below the top level of the directory and cannot be 
searched from the CN=Users container. 

2. Select the authorization method Use PHP code to assign a user role (Advanced) and use the 
following code: 

if (stripos($user['distinguishedname'],'OU=East')) return 4; 
if (stripos($user['distinguishedname'],'OU=Central')) return 5; 
if (stripos($user['distinguishedname'],'OU=West')) return 6; 
return false; 

Explanation:  During user authorization, the distinguished name of the user (which will contain the 
user’s OU) is checked against the defined rules, and an appropriate role ID is returned.  If no match 
is found, false is returned, which means that authorization fails and the user’s Access-Request will 
be rejected. 

Advanced authorization — Example 2 

This example covers the case where users are assigned group memeberships, and users in a 
particular group are to be mapped to a specific RADIUS role ID. 

NOTE To determine the appropriate role ID, navigate to RADIUS Services > User Roles and check the 
ID column for the appropriate role. 

 For example, to implement the following configuration: 

• Members of the Domain Admins group should be mapped to RADIUS role ID 4 

• Members of the Users group should be mapped to RADIUS role ID 5 

• All other users should be rejected 

Make sure the following configuration is set: 
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• Select the authorization method Use PHP code to assign a user role (Advanced) and use 
the following code: 

if (in_array('CN=Domain Admins,CN=Users,DC=amigopod,DC=local', 
$user['memberof'])) return 4; 
if (in_array('CN=Users,CN=Builtin,DC=amigopod,DC=local', 
$user['memberof'])) return 5; 
return false; 

Explanation:  During user authorization, the ‘memberOf’ attribute of the user (which will contain a 
list of the groups to which the user belongs) is checked against the defined rules, and an 
appropriate role ID is returned.  If no match is found, false is returned, which means that 
authorization fails and the user’s Access-Request will be rejected. 

NOTE The in_array() comparison is done in a case-sensitive manner. Be sure to use the correct case 

as returned by the LDAP query for the group name.  Also note that the complete distinguished 
name (DN) for the group must be specified, as this is the value checked for in the array of values 
returned for the ‘memberOf’ attribute. 

NOTE The primary group of a user assigned in Active Directory cannot be checked in this way, as Active 
Directory does not return the primary group in the values of the ‘memberOf’ attribute.  You can 
build logic that uses the $user['primarygroupid'] property instead to work around this 

issue. 

 

 


